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EXECUTIVE SUMMARY

Deliverable 1.1 is developed to provide the guidelines that must be followed by the Consortium members
in the context of ensuring high quality research, development, and reporting. The deliverable will also set
out the measures to be taken in case of detected or prognosticated quality flaws, as well as the
distribution of quality assurance responsibilities. The deliverable, moreover, will apply all the specific
requirements described under T1.1 ‘Project Management and Coordination’ and will allow the reader to
better comprehend the procedures that need to be respected internally by each partner.

Further information regarding the coordination and planning of the activities for managing and
coordinating the project is described in detail, including the definition, the implementation, and the
monitoring of the procedures for Quality Assurance. In that context, the coordination of the activities
between the research and the technological development WPs will be also presented in a step-by-step
analysis. The guidelines outlined herein will, indeed, allow the assessment of the work and the
deliverables’ achievement, by taking into account the monitoring of the project plan and the related
activities. This also includes the management of the project risks and the associated contingency
planning, by offering a common organizational structure for every management and technical committee
meeting, and the Project Management Board.

For better understanding the context where the quality assurance procedures will be applied, a brief
overview of the WATERVERSE technological framework is provided including the project’s mission and
scientific objectives, as well as the methodology that will be followed to achieve those goals. Crucial for
the successful completion of the project (aiming at a mid-long perspective in terms of expected impacts)
is the involvement of the stakeholders with different areas of competence, so a brief description of the
strategy, that will be followed in WATERVERSE, to engage external stakeholders is provided.

Finally, a detailed Ethics Plan and legal framework are described to create a solid context that allows the
partners to be aligned with the ethical issues, the existing rules, and regulations. In the Ethics and Legal
Framework, the procedures, relevant guidelines, and pieces of advice are defined and provided
throughout the whole project lifespan.
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1.0 INTRODUCTION

The first section of D1.1 is developed upon communicating the core values of the project’s
implementation strategy, and more specifically, about setting the working framework for both categories
of partners: the Technical teams and the End users. This chapter will be unfolded upon the overall
structure of the document, by providing a short description for all information contained hereunder.
Since it is a public deliverable, the authors, as well as the reviewers of this document are aware of using
terms and definitions that can be used widely by any interested party, taking into account that every
partner Organization has been equally presented with regard to its tasks and milestones.

In particular, D1.1 is comprised of six chapters and five thematic areas:

» Chapter 1: Introduction

» Chapter 2: Project Management

» Chapter 3: Quality Assurance

» Chapter 4: Waterverse Technology
» Chapter 5: Ethics Plan

Indeed, examining the different pillars attached to the overall implementation of the project, the reader
will be able to assess the progress of the project following a Work-package analysis, and by taking into
consideration the quality control mechanisms, which aim to fulfil the minimum project standards. In this
context, WATERVERSE project is divided into six Work Packages (WPs), four out of which are running from
the beginning of the project. For the purposes of defining each partner’s role under specific tasks, this
document will set a light upon the distribution of activities that have to be organized per WP until the
end of WATERVERSE project (M36), as well as the deliverables that must be submitted.

D1.1 Project management, quality assurance and ethics plan



2.0 PROJECT MANAGEMENT
2.1 WATERVERSE Overview

According to the Description of Actions (DoA) the WATERVERSE mission is to develop a Water Data
Management Ecosystem (WDME) for making data management practices and resources in the water
sector accessible, affordable, secure, fair, and easy to use, improving usability of data and the
interoperability of data-intensive processes, thus lowering the entry barrier to data spaces, enhancing
the resilience of water utilities and boosting the perceived value of data and therefore the market
opportunities behind it.

WATERVERSE takes a holistic, interdisciplinary approach in the water domain, blending together
complementary competencies of 17 partners located in 10 EU countries, representing the water domain
with research organisations (including social sciences experts), water utilities, water domain technology
providers and innovation companies, as well as the technical community that is driving the development
of data spaces, thus increasing the resilience of the water sector and water utilities, as a whole.

The project will, therefore, actively engage end-users and stakeholders to assess the main gaps and
challenges the water sector must overcome to effectively be part of and contribute to quality European
data spaces. It will identify, extend, and integrate a wide set of data management tools to implement the
WDME, based on FIWARE Building Blocks and comprising tools and methods to ensure security and
energy efficiency of the whole WDME. In fact, it will setup and demonstrate the WATERVERSE WDME in
real environment with relevant and diverse case studies involving water sector stakeholders from 6
countries (Cyprus, Spain, Germany, the Netherlands, Finland, United Kingdom), by setting clear and
measurable indicators for assessing FAIRness of data in water-related data spaces. Finally, the project
aims to ensure the viability and the sustainability of the WATERVERSE WDME, as well as its replicability,
scalability and business applicability.

2.2 WATERVERSE Consortium

The Consortium of WATERVERSE project is comprised of 17 partners in total from 10 European countries
evenly distributed from south to north across Europe (Figure 1) increasing the dissemination and
exploitation aspects of WATERVERSE project.
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Figure 1: Geographical coverage
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In order to properly deal with real-world challenges and needs, the consortium (Table 1) includes 6 End
Users from the water sector, where the demonstrations of data management tools in the context of data
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spaces will take place. To support the transition to effective data management practices in data spaces
of the water sector, the consortium also includes 6 Research and Technology Organisations (RTOs), 7
Small and medium-sized enterprises (SMEs), 1 large industry and 2 non-profit organizations (NPO), whose
participation and commitment is essential to find and guarantee meaningful paths towards functioning,
completed and replicable results. The composition of the WATERVERSE consortium guarantees an
international reputation for scientific excellence, industrial development and recognized managerial
competencies with the required expertise and facilities that derive also from long-term participation in
many projects in the field. Moreover, most of the key partners of the project are directly involved in key
initiatives related to the development of data spaces in Europe, namely the ICTAWATER cluster, Gaia-X,

IDSA and the new-born Data Spaces Business Alliance (DSBA).

m Participant Organization name & Acronym

1

ETHNIKO KENTRO EREVNAS KAl
TECHNOLOGIKIS ANAPTYXIS

CETAQUA, CENTRO TECNOLOGICO DEL
AGUA, FUNDACION PRIVADA

FUNDACIO EURECAT
KWR WATER BV
TEKNOLOGIAN TUTKIMUSKESKUS VTT OY

ENGINEERING - INGEGNERIA
INFORMATICA SPA

PHOEBE RESEARCH AND INNOVATION
LTD

EASY GLOBAL MARKET SAS
WATER EUROPE
FIWARE FOUNDATION EV

NV PWN WATERLEIDINGBEDRIJF
NOORDHOLLAND

HIDRALIA GESTION INTEGRAL DE AGUAS
DE ANDALUCIA SA

KEYPRO OY

WATER BOARD OF LEMESOS

HST SYSTEMTECHNIK GMBH & CO. KG
THE UNIVERSITY OF EXETER

SOUTH WEST WATER LIMITED

CERTH

CET

EUT
KWR
VTT

ENG

PHOEBE

EGM
WE
FIWARE

PWN

HIDR

KEY
WBL
HST
UNEXE
SWw

Table 1: WATERVERSE Partners
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2.3 WATERVERSE Structure and Schedule

As already presented above, WATERVERSE project is divided into six (6) WPs (Table 2), while these cover
the whole duration of the implementation period until M36.

m WP description Lead Partner

WP1 Project Management CERTH
WATERVERSE data management approach

WP2 . CET
in water Data Spaces

WP3 WATERVERSE Water Data Management ENG
Ecosystem

WP4 FAIRness assessment in the water industry FIWARE

WP5S Setting the WATERVERSE WDME for PHOEBE
Water Data Spaces

WP6 Dissemination, communication and WE

exploitation
Table 2: WATERVERSE Work Packages — WPs

The WPs are tightly interrelated (Figure 2) ensuring the coherence, quality and seamless delivery of the
research and scientific results toward the successful achievement of the project’s objectives. Therefore,
WP1 provides effective project management and administration accompanying with the ethics appraisal
procedure in Horizon Europe as well ensures that the project is carried out in accordance with the
Commission contract and the Consortium Agreement. WP2 characterizes the overall context regarding
data management in the water sector, engaging the main actors and delivering the architecture design
of the WATERVERSE WDME.

Relying on the concrete outcomes of WP2, namely the User requirements and the logical architecture,
the WP3 will produce a suite of tools and resources of the WATERVERSE WDME, which will abide by the
FAIR principles. The latter will be defined and specialized for the water sector in the context of the WP4
“FAIRness assessment in the water industry”. The demonstration and evaluation of the technological and
methodological outputs from WP3 and WP4 will be carried out in various Use Cases over the 6 pilot sites.
The formulation of a detailed pilot/demonstration plan to accommodate for two pilot iterations, as well
as the training and evaluation processes will be included in the responsibilities of WP5. Finally, WP6
ensures effective communication and dissemination of the project activities and sustainability of its
results.

D1.1 Project management, quality assurance and ethics plan
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Figure 2: PERT diagram of WATERVERSE

In Figure 3, the WATERVERSE Gantt chart is illustrated. Most of the WPs (WP1, WP2, WP4 and WP6) cover
the whole project’s lifespan, while WP3 and WP5 start a few months later in the 4th and 9th month
respectively. The distribution of the tasks is being illustrated in a way that every partner will be aware of
the amount of effort that is required for their completion.

Figure 3: WATERVERSE Gantt Chart

2.4  WATERVERSE Management Roles

The successful realization of the WATERVERSE project requires an efficient collaboration between the
different groups of partners to achieve its objectives. Those groups come from different countries,

15
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culture, mentality, scientific backgrounds, and interests. In WATERVERSE, a functional Organisational
Structure (Figure 4) has been established to ensure the efficient, result-driven management and to deliver
the expected outcomes in response to the identified needs.

EUROPEAN COMISSION

. PROJECT
PROJECT MANAGEMENT COORDINATOR PROJECT STRATEGIC LEVEL
(B8 (CERTH)
(ALL)

PROJECT MANAGEMENT

(PHOEBE)

Figure 4: WATERVERSE Organisational Structure

PROJECT DELIVERY

The Organisational Structure of the WATERVERSE project consists of different management levels that
are described in the following subsections 2.4.1 - 2.4.9. Apart from the Organisational Structure which
defines the management structure in terms of project governance and boards, other core points where
the overall management of the project is based on are the following:

The project DoA, which describes the project objectives and expected results, the work plan in
terms of WPs, tasks, deliverables, milestones, and finally the effort/cost distribution per WP/task
and per partner.

The Consortium Agreement and IPR strategy in place, so that all partners of the consortium work
collaboratively towards the achievement of common objectives. The CA defines the rules of
collaboration among partners within WATERVERSE (roles, responsibilities, and mutual
obligations for the project life).

The Project management, quality assurance and ethics plan (this document), defining in detail
the structures, the procedures, and the actors of the project, also including guidelines that should
be followed for internal communication and to ensure high quality research, development, and
reporting. It defines the procedures and standards for quality management and assurance of the
project work and deliverables. Finally, the ethics plan provides a coherent context in which all
the partners must be compliant with in terms of the ethics and legal regulations.

The Risk management plan included also in this report, defines a specific procedure for ensuring
timely risk identification and mitigation actions.

The Self-assessment and Data Management plan of the project will be defined in D1.2 in M7 (v1)
and in D1.3 in M20 (v2) for ensuring a high level of data quality and accessibility for End Users
and stakeholders.

D1.1 Project management, quality assurance and ethics plan
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e The Periodic reporting will be demonstrated, including internal reporting, technical and financial
reporting to the EC, and mid-term review & progress report. In those documents, detailed
reporting regarding the project’s progress will be carried out.

2.4.1 Project Management Board (PMB)

In the context of the overall project progress and the establishment of effective decision-making
processes, a specific body comprised by the Leaders of each WP will undertake the responsibility for
defining the operational actions, as well as the mitigation plans and the alternative solutions for any
misalignment with the implementation of WATERVERSE project. Project Management Board (PMB) will
be comprised by the Project Coordinator (PC), the Scientific Manager (SM), the Technical Manager (TM),
the Innovation Manager (IM), the Quality Assurance & Risk Manager (QARM), and one representative
from each partner (as a rule, the Team Leader - TL). It is worth mentioning that each member of PMB has
one vote. The PMB will systematically take decisions on legal, contractual, ethical, financial, and
administrative regulations, as well as self-assessment procedures (Table 3). Specifically, its duty and
responsibilities include the following:

i Ensuring that the consortium fulfils its contractual obligations.

ii. Ensuring the effective communication flow between partners of the consortium and between the
consortium and the European Commission.

iii. Planning and monitoring the overall progress and direction of the project, the performance and
the accomplishment of the innovation, the user-oriented and impact-making objectives.

iv. Identifying on time any upcoming risks from a delay or deviation from the Work Plan or resource
allocation and requesting all necessary corrective actions from WP leaders.

V. Providing a mechanism for the prevention and resolution of disputes.

vi. Ensuring compliance with legal, contractual, ethical, financial, and administrative regulations and
self-assessment procedures.
vii.  Addressing partnership intercultural issues associated with team working, communications and

management styles.

I T S N

CERTH Stefanos Vrohidis stefanos@iti.gr
CERTH llias Gialampoukidis heliasgj@iti.gr Deputy PC&
QAR
ENG Roberto Di Bernado roberto.dibernardo@eng.it ™
. . lydia.vamvakeridou-
KWR Lydia Vamvakeridou lyroudia@kwrwater.nl SM
PHOEBE George Millis george.milis@phoebeinnovations.com IM
CET Rafael Gimenez rafael.gimenez@cetaqua.com TL/WPL!
CET Eloisa Vargiu eloisa.vargiu@cetaqua.com WP

Contributor

L WPL: Work Package Leader
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I

Aitor Corchero
aitor.corchero@eurecat.org

Rodriguez

FIWARE Fernando Lopez fernando.lopez@fiware.org TL/WPL

WE Durk Krol durk.krol@watereurope.eu TL/WPL
VTT Juha Pekka Soininen Juha-Pekka.Soininen@vtt.fi TL
EGM Franck Le Gall Franck.le-gall@egm.io TL
PWN Suze Van Der Meulen suze.van.der.meulen@pwn.nl TL
HIDR Haro Reyes Javier jharor@hidralia-sa.es TL
KEY Noora Lijanto noora.lilianto@keypro.fi TL
WBL Ch:rc;lgglzscms Solomos@wbl.com.cy TL
HST Maximilian Wulfert maximilian.wulfert@hst.de TL
UNEXE Albert S. Chen A.S.Chen@exeter.ac.uk TL
SWW Oliver Raud oraud@southwestwater.co.uk TL

Table 3: WATERVERSE Project Management Board (PMB)

2.4.2 Project Coordinator (PC)
The Project Coordinator (PC) of WATERVERSE is Dr. Stefanos Vrochidis, Senior Researcher (Researcher C)
in CERTH, while llias Gialampoukidis is the Deputy Project Coordinator (DPC). The PC and DPC are the
key person in the assessment of the achievement of the objectives and risks within the project
throughout its complete duration and in the implementation of contingency plans. Specifically, the PCis
responsible for the following tasks:

i Establishing and monitoring efficient communication flows within the consortium.

ii. Monitoring the progress of the project according to work plan, time schedule and resources-
budget established in the contract.

iii. Monitoring time and resource deviations from the original Work Plan and promoting the
adequate corrections.

iv. Resolving any potential conflicts within the project following the corrective mechanisms for
conflict rectification as established in the Quality Assurance Plan.

v.  Coordinating the bi-annual meetings of the PMB.

Vi. Monitoring the quality of deliverables, together with the PMB and the WP leaders.

vii. Implementing contingency plans.
viii. Coordinating the consortium’s representation at major meetings and publications of project
results.

2.4.3 Technical Manager (TM)
The Technical Manager (TM) of WATERVERSE is Mr. Roberto Di Bernardo from ENG. The role of the TM
is to design and monitor the technological directives in accordance with the objectives outlined in the
Implementation Plan. TM is responsible for:
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i Ensuring that the project achieves its technical objectives.

ii. Monitoring the tasks, risks and adjusting manpower assignment, together with the PC, SM and
the WP leaders.

iii. Facilitating the information flow, collaboration effects between partners of the Consortium.

iv. Monitoring the quality of the deliverables from the technical point of view, together with the PC,
SM and the WP leaders.

v.  Coordinating and leading cross disciplinary WP-meetings.

vi. Ensuring that the overall technical solution is in line with the user requirements.

The TM will work closely in matters of Quality Management and work planning in accordance with the
Project Management Plan (D1.1).

2.4.4 Scientific Manager (SM)
The Scientific Manager (SM) of WATERVERSE is Dr. Lydia Vamvakeridou-Lyroudia from KWR. Similarly
with the responsibilities of the TM, SM is in charge for the designing and monitoring the scientific
directives in accordance with the scientific objectives of the project, outlined in the Implementation Plan,
focusing on research quality, the deliverables quality both from a scientific and technical point of view,
and facilitating the information flow between the WPs.

2.4.5 Innovation Manager (IM)
The Innovation Manager (IM) of WATERVERSE is Dr. George Milis from PHOEBE. The IM is responsible
for:

i.  Monitor the on-going project work, identifying the innovation and exploitation potential of the

developed technologies.

ii. Instigate recommendations for IPR protection and project an adequate IPR protection plan.

iii. Identify and protocol the intellectual property ownership conditions of the intermediate and final
project results.

iv. Outline and keep updated the exploitation plan for the individual technologies and the
WATERVERSE as a whole.

V. Monitor the publication activities of the partners and prevent any precipitated disclosure of
confidential information that might negatively affect the exploitation and/or the IPR protection.

Vi. Direct the exploitation and IPR protection within the project.

2.4.6 Project Management team (PMT)
The PC, the SM, TM and the IM are supported by a Project Management team (PMT) in the research
coordination and all administrative matters. The PMT in WATERVERSE is responsible for the financial
quality monitoring which involves:

i Budget monitoring.
ii.  The receipt of all payments made by the Consortium, and transfer of funds to members of the
Consortium.
iii. The timely submission of deliverables, reports, and cost statements and the coordination of all
contractual issues.

Evi Polytarchi from CERTH is the main contact point of the PMT.
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2.4.7 Quality Assurance & Risk Manager (QARM)
The Quality Assurance & Risk Manager (QARM), llias Gialampoukidis, is in close collaboration with PC,
TM, SM and IM as well as the PMT aiming to ensure the high quality of the project’s outcomes and also
anticipate potential risks and effectively and timely mitigate them. The mission of the Quality Assurance
& Risk Manager involves:

i Ensuring that the partners comply with the provisions of the Quality Plan.
ii. Helping to measure and record the achievement of the project objectives.
iii. Making sure that usability and technical evaluation tests are properly carried out, and results
reported back, in line with the requirements of the Evaluation Plan.

The role of the QARM in the project will be allocated to a member of the project management team from
CERTH.

2.4.8 Work Package Leaders (WPL)
Each one of the six (6) work packages, in which the WATERVERSE is divided, is assigned to a leader, who
has several responsibilities including:

i Planning the scientific and technical work of the WP.
ii. Ensuring that the time-schedule is maintained both for technical developments and deliverables.
iii. Identifying potential risks and reporting them to PMB including the potential mitigation actions.

Table 4 presents the WP leaders of WATERVERSE:

m WP description WP Leader Email Address

Dr. llias
WP1 | Project Management Gialampoukidis heliasgj@iti.gr
(CERTH)
WATERVERSE data

WP2 | management approach Dr. Rafael Gimenez

rafael.gimenez@cetaqua.com

in water Data Spaces (CET)
WATERVERSE Water Mr. Marco Matera .
WP3 | Data Management (ENG) marco.matera@eng.it
Ecosystem
FAIRness assessment in | Dr. Fernando Lopez .
WP4 the water industry (FIWARE) fernando.lopez@fiware.org
Setting the
WATERVERSE Water Dr Demetris Stavrou
WP5 | Data Management demetris.stavrou@phoebeinnovations.com
(PHOEBE)
Ecosystem for Water
Data Spaces
Dissemination,
WP6 | communication and Durkk Krol (WE) durk.krol@watereurope.eu

exploitation
Table 4: WP Leaders
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2.4.9 Advisory Board (AB)
The Consortium define the Advisory Board (AB). Since the project currently runs the fourth month of its
implementation, the nominee members of the AB are still under revision, until the Consortium finalize
the possible candidates who will be external to the project, but in high correlation with its scientific
objectives. In that context, these members will be constantly informed about the progress of each Task,
as well as of each activity, acting as internal evaluators of the progresses achieved and planned actions.

At this stage, an online link has been created on the WATEVERSE wiki:

advisory_board

Advisory Board List

Please vote one external representative to become member of the Advisory Board, by completing his’her name, affiliation, e-mail address, and
expertise.

The role of each member will be to advise the Consortium on the execution of the deliverables, or the project activities, as evaluator of the
implementation steps followed, before the actual finalization of the deliverable by each Task Leader.

Please vote here: ® https://docs.google.com/spreadsheets/d/1Ak7bjr1FQ7YEx8pb8GoPJ14fiPzT3rQeC4y5xh4dF8/edit#gid=0

Figure 5: Advisory Board section on WATERVERSE wiki

All partners are, therefore, aware of the election process to be followed, that will subsequently lead to
the establishment of the Advisory Board.

2.5  Project Meetings Procedures

Starting from the kick-off meeting of the project, all activities as well as their respective research outputs
have been thoroughly presented by each WP leader. The presentations set the ground for fertile
discussions among the partners on the topic of team building, under the umbrella of task management.
Following this meeting, CERTH organized a series of subsequent teleconferences (telcos), each one
addressing the needs of both end users and technical partners.

Search Q

W e Waterverse
L N Recent Changes Media Manager Sitemap
S
Trace: - meetings
meetings
Meetings
Type of Meeting Participants Host Venue Date Project Month
Kick Off Meeting Consortium Members = CERTH | Thessaloniki, Greece = 11-12/10/2022 M1
Users Telco Meeting All Partners CERTH | Online Every Friday at 11:00 EET M1-M36
Technical Telco Meeting Technical Partners CERTH | Online Every Tuesday at 15:00 EET M1-M36
General Assembly Meeting All Partners CERTH | Online 7 December 2022 M1-M36
Second General Assembly Meeting | All Partners CERTH | Online 18 January 2023 M1-M36
First Plenary Meeting All Partners KWR Physical 18-20 April 2023 M7

meetings.txt - Last modified: 2023/01/09 10:18 by epolytarchi

Except where otherwise noted, content on this wiki is licensed under the following license: & CC Attribution-Share Alike 4 0 International
[ | Jle ] | [Waz | (w62 \
Figure 6: Weekly and Monthly Scheduled Meetings
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2.5.1 Means of communicating project meetings
The PC informed the partners, during the second week of October 2022, about the establishment of two
weekly telcos. The Consortium had the opportunity to vote in favour of its preferred date and time via
the online platform ‘Doodle’, in accordance with their working agendas. The time slots offered were
formed in Eastern European Time Zone (EET), while the selected days were Tuesday and Friday.
g VP Select your preferred times
Bonng Werll let you know when the organizer picks the best time

Waterverse: Weekly Noptions (& >

User and Technical
Telcos
© 2hour Order by i R L] m MON
ws Date | Most popular 21 21 21 21 24
@ Greece - Athens, T...
ocr ocr oct oct oct
2217 of W invitees THO0AM  1Z00PM  TOOPM  2:00PM 1100 AM
responded 100 PM 2:00 PM 3:00 PM %00 PM %100 PM
¥ You
v Yes (1 click)
1 need be 0
(2 clicks) v 12 v7 v a vE v
X No ”
(5 Pending (yet to vote) ™ Javier Haro (Hidralia) v v v X v
15 |uha-Pekka Soininen (VT. (V) X X X > 4
G Gareth Lewis v v v v X
GOs i
Connect your calendar s Sergi (Cetaqua) X X ~) ~) v i
See your availability and
avoid double bookings Decline Selecting more times makes it easier to find the best option Continue

Figure 7: WATERVERSE polling process for project meetings

Moreover, the Consortium decided from an early stage, and during the third month of its implementation
(December 2022), to meet once per month via the organization of a General Assembly Meeting, during
which all active WPs would be discussed for the detection and the prevention of any foreseen risk. All
Technical partners, together with the End Users, and the Communication leaders should outline their
operational strategy for the month at hand, but also describe in brief all the actions to be taken in the
future.

v E:o';ﬁ':;' Select your preferred times
‘Wwe'll let you know when the organizer picks the best time
Waterverse: General
Assembly

@ 1hour 30 minutes

13 options | € »

Order by MON MO MON TUE Ve
@ Greece - Athens, T.. Date | Most popular 5 5 5 6 6
&= 19 of 19 invitees DEC DEC bEC b L
responded TEOOAM  TZ30PM  ZOOPM  TROOAM 1230 PM
. 12:30PM 200PM 330PM 1ZIOPM 00 PM
o Yes 1 glick)
e e ¥ You
it nee
i) ©
% Wo W 13 w12 w9 W 10 w B
(5 Pending (yet 1o vone) =
W®  Katie Parker x v v x 4 I
. Barry Evans (¥4 W x x x
® Ilias Koritsas ' W b 4 » '
GO
Connect your calendar o Eloisa Vargiu W X v x X =
See your availability and
avoid double bookings Decline Selecting more times makes it easier to find the best option Continue

Figure 8: General Assembly voting process
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After every General Assembly Meeting is concluded, the PC should upload on wiki all the information
presented, by highlighting the upcoming actions, as well as the pending activities, if any. Also, all partners
receive an e-mail from CERTH, in which they could access the dedicated wiki page via a direct link, while
they have also to see the minutes of the meeting and to upload their own presentation files (Power Point
Presentations) under a specific section.

It is expected that each partner participates with at least one member of its organizational body, and
that, in case of absence, the respective partner must inform the PC by appointing another representative
to attend the meeting. With this arrangement it is ensured that all partners are equally represented in
the meetings having the opportunity to share their ideas under a cooperative scheme.

‘|| WATERVERSE

WA, Waterverse.eu

WATERVERSE General Assembly MEETING - AGENDA

1¥ General Assembly mesting, December 7, 2022
Location: Online, GoToMesting

Link: hetps/Imegt gotn com /369651071

Contact persons:

Wias Gialampeoaikidis, LR ERINTLET

Evi Polytanchi, spolytarche @it gr

| Maating tme
| Wednesday, December 7, 1100 [EET - Athens time]

DATE

PRESEMTER. | DUR.

WFL - Management
s1po | M5 | Prefinancng indormation [Ciia) o s
ARy AR, EThCS P, e B (rO0es

WEZ - WATERVERSE dits management spprosch in wales Dafs Space
xphhoiters dantdcaten & ergagemant

Wale doman Duti Gpkie anafvin, MUb-Rakstolder Penami (ML
BEUErETEEL T S IR B L G358

WS AL JSLELTE i T Water Y
1130 agay | Dfetion of PAR Dgital GHects dad FAIR Exasyiem concapts
‘aaterverie Gitriub plationm, S princples Clurtering, Smart 03t Models and
har sz

1148 1100 dessemenanon wnd Commurecanon Fan we ois
st Lo

WATERVERSE Agenda Meeting Name 1

Figure 9: Agenda of the First General Assembly Meeting

2.6  Mailing Lists

The interaction among partners will also be activated via the establishment of a communication channel
that can guarantee the inclusive approach of the project. While the project website will serve as a
communication tool, which will mainly contribute to reaching out to stakeholders and other interested
parties, internal e-mail lists will be used for the constant exchange of information among partners with
the PC.
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At a first stage, partners offered their individual e-mail addresses, as shown in the figure below (Figure
10), by completing an online list. The categorization of each group of e-mails was based upon the actual
flow of the project organization, namely upon the different WPs.

Partners'
mailing
list (2)

.....

Figure 10: Online e-mail forms completed by WATERVERSE partners

Once the partners defined their corresponding e-mail address, the following mailing lists have been
generated by CERTH, as shown below. In other words, CERTH currently runs five (5) mailing lists (Figure
11), from which partners can subscribe or unsubscribe themselves by sending an e-mail to the PCT. All
partners can use the lists to exchange e-mails, reports, presentations, links, or other useful information.

-~

e waterverse@iti.gr
e waterverse-technical@iti.gr

WATERVERSE

. ) e waterverse-users@iti.gr
Mailing Lists

e waterverse-admin@iti.gr
e waterverse-pmb@iti.gr

Figure 11: WATERVERSE Mailing lists

N~

2.7 Conferencing Tools

Every time there is a need for an internal meeting, partners can take the role of the moderator, and
choose their preferred communication platform. The most widespread means under WATERVERSE
project has so far been ZOOM platform, followed by GoTo.

Fri, Feb 10

11:00 AM -12:00 PM Waterverse: Users Telco

Occurrence 16 of 49 Meeting ID: 899 5204 4935

Figure 12: Scheduled ZOOM call for end users

The organizer informs the prospective attendees about the date, time, and the webinar tool chosen per
case. Apart from the topics shared via the meeting’s agenda, partners can join question-and-answer

24
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discussions regarding any possible issue of the project. The PC recommends partners, after each plenary
meeting, to send reminders to their invitees at least two days before the meetings take place.

Meetings
January 18, 2023 | 10:50 AM - 1:00 PM | 2 hr 10 min

Waterverse: 2nd General Assembly Meeting

Meeting 1D: 904-850-

My meeting room

SV stefanos8 o3

Figure 13: Scheduled GoTo call for the second General Assembly of the Project

3.0 QUALITY ASSURANCE

3.1 Quality Management System

The Quality Assurance Plan of WATERVERSE project is based upon the following directions, set by the
guidelines that will be followed by all members of the Consortium to ensure high quality research, output
production, and reporting. In this regard, the partners are invited to identify the deliverables for the
production of which they should participate as leaders, co-leaders, or contributors. Once the deliverables
are assigned to their respective authors, the internal reviewers should be defined, and the project
milestones should be in line with the research outputs provided in each deliverable. On a next stage, the
PC should gather all relevant inputs and inform the Project Officer about the internal reporting process
that will be used for tracking the progress made by the partners in terms of both technical aspects, and
financial records. Apart from the internal reporting, the PC should submit two periodic reports to the EC
for outlining the implementation status of the project, first until M24 (April 2024), and then, until M36
(October 2025). Lastly, the Quality Assurance aims to envisage the potential risks associated with the
performance of each Task, by providing a tailored solution and taking into consideration the effort
assigned to each partner, as well as the human and financial resources of the project as a whole. In this
way, the corrective measures that shall be adopted in case of detected or prognosticated quality flaws
will be in accordance with the research and performance indicators described in the GA, for each research
outcome that will undergo quality evaluation.

Starting from the responsibilities assigned to the Consortium, these should be in line with the Quality
Assurance principles provided herein and develop in a way to represent the management structure of
WATERVERSE project. Then, the Quality Assurance Plan will adjust to the process of quality monitoring
and to the role of the evaluator for each deliverable and project activity, based upon a list of research
and performance indicators.

The Management structure, moreover, should reassure that all partners of the project are equally
involved in the evaluation process. While CERTH runs the overall management of WATERVERSE project,
being the Project Coordinator (PC), the level of achieving high performing results, according to the time
plan of the project, its budget, and the foreseen personnel effort, will be synchronized commonly among
the Scientific Manager (SM), the Technical Manager (TM), the Project Management Board (PMB), and the
WP leaders.

3.2 Identification of project deliverables

The WATERVERSE project work shall be reported in detail through 26 deliverables, as have been specified
in DOA. In the following figure (Figure 14) the distribution of the deliverables among WPs is depicted.
Most WPs are technical in nature and belong to WP2, WP3 and WP4, in which the partners will describe

25
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the requirements, the architecture design as well as the development of the tools in accordance with the
FAIR principles.

Number of Deliverables per WP

7
5
4 4
1
| I | I
0 I I
WP1 wp2 wWp3 WP4 WP5 WP6

Figure 14: Distribution of deliverables among WPs

w

]

[y

The majority of deliverables were classified as Sensitive (~70%) and the rest were public. In Figure 15, the
percentage distribution of deliverables per WP in terms of their dissemination level is depicted. All the
deliverables of WP3 and WP5 are Sensitive as well as the majority of WP4 deliverables, 85% are sensitive
against 15% which are public. However, in WP2 there is a balance between public and sensitive
deliverables, while in WP1 and WP6 the majority of them are public as expected due to the nature of
those deliverables.

Deliverable distribution per WP and Diss. Level

2
S

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

B PU - Public MSEN - Sensitive

Figure 15: Distribution of the deliverables per WP and dissemination level

The table below reports the entire list of WATERVERSE deliverables, based on a chronological sequence
from M1 to M36.
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Del. # | Deliverable Title Lead Type2 Dissemination | Due Date (in
Beneficiary Level Months)

Project management, WP1 CERTH OTHER PU - Public
quality assurance and
ethics plan

D6.1 | Communication and WP6 WE R PU - Public 6
dissemination Plan

D1.2 | Self-assessment and WP1 CERTH DMP PU - Public 7
data management
plan

D2.1  WATERVERSE WDME WP2 CET OTHER SEN - Sensitive 8
design

D4.1 | FAIR Principles WP4 UNEXE R PU - Public 8
guidelines

D4.2 | FAIR Data WP4 FIWARE DMP SEN - Sensitive 8

Management Plan

D4.3 | FAIR Metrics and FAIR | WP4 EGM OTHER SEN - Sensitive 12
Evaluation Services

D3.1 = WATERVERSE Water WP3 ENG OTHER SEN - Sensitive 13
Data Management

Ecosystem

D5.1  WATERVERSE Pilot WP5 PHOEBE DEM SEN - Sensitive 13
Evaluation Plan

D2.2 | Stakeholder WP2 KWR R PU - Public 18
engagement activities
and

feedback

D4.4 | FAIR Data WP4 FIWARE DMP SEN - Sensitive 18
Management Plan v2

D1.3  Self-assessment and WP1 CERTH DMP PU - Public 20
data management
plan
v2

D4.5 | FAIR Metrics and FAIR = WP4 EGM OTHER SEN - Sensitive 24

Evaluation Services

2 R — Document, report; DMP — Data Management Plan; DEM — Demonstrator, pilot, prototype
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Deliverable Title WP# | Lead Type2 Dissemination | Due Date (in
Beneficiary Level Months)
v2

www.waterverse.eu

Pilot execution and
feedback collection
report

WP5

PHOEBE

R

SEN - Sensitive

25

D3.2

WATERVERSE Water
Data Management

Ecosystem v2

WP3

ENG

OTHER

SEN - Sensitive

D5.3

WATERVERSE Pilot
Evaluation Plan v2

WP5

PHOEBE

DEM

SEN - Sensitive

D2.3

Governance and policy
recommendations

WP2

KWR

SEN - Sensitive

D2.4

Stakeholder
engagement activities
and

feedback v2

WP2

KWR

PU - Public

D3.3

WATERVERSE Water
Data Management

Ecosystem v3

WP3

ENG

OTHER

SEN - Sensitive

D4.6

FAIR Data
Management Plan v3

WP4

FIWARE

DMP

SEN - Sensitive

D4.7

FAIR Metrics and FAIR
Evaluation Services v3

WP4

EGM

OTHER

SEN - Sensitive

D5.4

Pilot execution and
feedback collection
report v2

WP5

PHOEBE

SEN - Sensitive

D5.5

Usability evaluation
and impact
assessment report

WP5

PHOEBE

SEN - Sensitive

D6.2

Final communication
and dissemination
repor

WP6

WE

PU - Public

D6.3

Final report on
clustering and
standardization
activities

WP6

KWR

PU - Public
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Deliverable Title WP# | Lead Type2 Dissemination | Due Date (in
Beneficiary Level Months)

Business Plan: WP6 PHOEBE SEN - Sensitive
Exploitation,

Commercialization and

Sustainability

Table 5: WATERVERSE Deliverable List

3.3 Quality Evaluation for project deliverables

The Quality Assurance Process of the deliverables has been structured as indicated below, by the
appointment of two internal reviewers per research output. These two reviewers have been commonly
determined by the Consortium, and more specifically, by the Project Management Board (PMB). The
attribution of this role to the reviewers has been achieved by involving partners who are not directly
engaged in the production phases of the corresponding deliverable under revision. In this context, a
review plan that can define the approach, the resources, and the schedule intended to be followed until
the finalization of each deliverable, will facilitate ultimately the review process.

WP number | Deliverable Lead Main contact Reviewer 1 Reviewer 2
number partner

WP1 D1.1 CERTH Evi Polytarchi Roberto Di Solomos
(epolytarchi@iti | Bernardo (ENG) Charalambous
.8r) (WBL)

WP6 D6.1 WE Ana De Leon Eloisa Vargiu (CET) | Molie Torello
(ana.deleon@w (KWR)
atereurope.eu)

WP1 D1.2 CERTH Evi Polytarchi Rafael Gimenez Fernando Lopez
(epolytarchi@iti | (CET) (FIWARE)

-8r)

WP2 D2.1 CET Sergi Baena Marco Matera George Milis
(sergio.baena@ | (ENG) (PHOEBE)
cetaqua.com)

WP4 D4.1 UNEXE Barry Evans Matteo Basile Lydia
(B.Evans@exete | (ENG) Vamvakeridou
r.ac.uk) (KWR)

WP4 D4.2 FIWARE Fernando Lopez | Aitor Corchero Juha-Pekka
(fernando.lopez | (EUT) Soininen (VTT)
@fiware.org)

WP4 D4.3 EGM Benoit Orihuela | Gareth Lewis Aitor Corchero
(benoit.orihuela | (UNEXE) (EUT)
@egm.io)
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WP3 D3.1 ENG Marco Matera George Milis Fernando Lopez
(Marco.Matera | (PHOEBE) (FIWARE)
@eng.it)

WP5 D5.1 PHOEBE George Milis Benoit Orihuela Nam Le (KEYPRO)
(george.milis@p | (EGM)
hoebeinnovatio
ns.com)

WP2 D2.2 KWR Molie Torello Roberto Di Andrea Rubini
(Mollie.Torello Bernardo (ENG) (WE)
@kwrwater.nl)

WP4 D4.4 FIWARE Fernando Lopez | Aitor Corchero Barry Evans
(fernando.lopez | (EUT) (UNEXE)
@fiware.org)

WP1 D1.3 CERTH Evi Polytarchi Matteo Basile Alexis Kyriakou
(epolytarchi@iti | (ENG) (PHOEBE)

.8r)

WP4 D4.5 EGM Benoit Orihuela | Gerasimos Juha-Pekka
(benoit.orihuela | Antzoulatos Soininen (VTT)
@egm.io) (CERTH)

WP5 D5.2 PHOEBE George Milis Marco Matera Pocock Joshua A.
(george.milis@p | (ENG) (SWw)
hoebeinnovatio
ns.com)

WP3 D3.2 ENG Marco Matera George Milis Fernando Lopez
(Marco.Matera | (PHOEBE) (FIWARE)
@eng.it)

WP5 D5.3 PHOEBE George Milis Benoit Orihuela Maximilian
(george.milis@p | (EGM) Woulfert (HST)
hoebeinnovatio
ns.com)

WP2 D2.3 KWR Lydia Haro Reyes Javier | Solomos
Vamvakeridou (HIDR) Charalambous
(lydia.vamvakeri (WBL)
dou-
lyroudia@kwrw
ater.nl)

WP2 D2.4 KWR Lydia Roberto Di Lydia
Vamvakeridou Bernardo (ENG) Vamvakeridou
(lydia.vamvakeri (KWR)
dou-
lyroudia@kwrw
ater.nl)
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WP3 D3.3 ENG Marco Matera George Milis Fernando Lopez
(Marco.Matera | (PHOEBE) (FIWARE)
@eng.it)

WP4 D4.6 FIWARE Fernando Lopez | Frank LE-GALL Nam Le (KEYPRO)

(fernando.lopez | (EGM)
@fiware.org)

WP4 D4.7 EGM Benoit Orihuela | Eloisa Vargiu (CET) | Suze Van Der
(benoit.orihuela Meulen (PWN)
@egm.io)

WP5 D54 PHOEBE George Milis Marco Matera Suze Van Der
(george.milis@p | (ENG) Meulen (PWN)
hoebeinnovatio
ns.com)

WP5 D5.5 PHOEBE George Milis Benoit Orihuela Pocock Joshua A.
(george.milis@p | (EGM) (SWw)
hoebeinnovatio
ns.com)

WP6 D6.2 WE Ana De Leon Evi Polytarchi Barry Evans
(ana.deleon@w | (CERTH) (UNEXE)
atereurope.eu)

WP6 D6.3 KWR Lydia Aitor Corchero Fernando Lopez
Vamvakeridou (EUT) (FIWARE)
(lydia.vamvakeri
dou-
lyroudia@kwrw
ater.nl)

WP6 D6.4 PHOEBE George Milis Haro Reyes Javier | Gareth Lewis
(george.milis@p | (HIDR) (UNEXE)
hoebeinnovatio
ns.com)

Table 6: List of WATERVERSE deliverables and internal reviewers

In this context, CERTH, the Coordinator of the project, will set a work framework for partners to complete
their tasks in an efficient and long-term time management. The resources and the personnel needed for
each WP and Task will be used as described in the DoA and with the purpose to establish a new
benchmark for research quality. The budget, which is dedicated to other various needs of the project,
including equipment, both hardware and software, project meetings and travelling, dissemination
events, other goods and services costs (other direct costs), will be used for a consistent and goal-oriented
approach towards the adoption of comprehensive implementation techniques by the Consortium. In
other words, these measurable provisions will promote close collaboration and successful research
outcomes.

Moreover, all partners will declare the effort that they actually devoted to completed Tasks, as well as
the estimated effort that they plan to provide for ongoing and future Tasks via internal financial reports.
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These reports, organized by the PC, will closely monitor the budget allocation per partner and WP
throughout the whole lifetime of the project. In case CERTH detects any deviation in partners’ declared
costs or time schedules, it will inform the respective partners to use their resources in an effective manner
in terms of cost-benefit working methods, quality of results, and time to complete the Tasks, asa common
approach for continuous improvement.

Time required Board or persons involved

8 weeks before the deadline

8 weeks before the deadline

7 weeks before the deadline

7 weeks before the deadline

7 weeks before the deadline

7 weeks before the deadline

6 weeks before the deadline

5 weeks before the deadline

4 weeks before the deadline

2 weeks before the deadline

2 weeks before the deadline

1 week before the deadline

1 week before the deadline

The Deliverable Responsible (DR) / coordinator, and the
contributors will agree upon the Table of Content (ToC) two
months before the submission deadline

ToC is sent to AB (Advisory Board) for review in order to check
the dissemination level of the deliverable

The DR and the contributors will agree upon the tasks each
contributor will address

The DR and the contributors will agree upon the provisional
calendar at least two months before the submission deadline

The DR together with the SM, the TM, and the PC will identify a
suitable technical expert (within the partner group but not
directly implicated in the deliverable) who will conduct a formal
internal peer review with a short report as soon as the
deliverable is finished

The contributions will be made by the contributors (the deadline
will be under the responsibility of the DR and the Contributors)
with respect to the provisional calendar

The integration of the several contributions is made under the
responsibility of the DR

A distribution of the draft version is done to contributors for
agreement

AB review in order to verify the dissemination level of the
deliverable (at least 20 days before the deadline)

The deliverable is distributed to the internal reviewers

The DR will integrate the different requested remarks / revisions
provided by the reviewers; the internal reviewer comments the
deliverable directly in the text

The DR will distribute the revised deliverable to all contributors
for their final agreement (1 week before the deadline)

The deliverable is sent to the PC for producing a final release
version in the PDF-format that will be made available to partners

Table 7: WATERVERSE Deliverables Quality Control schedule
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The research outputs produced under WATERVERSE project will be monitored towards achieving the
milestones described in the GA (Table 8).

Milestone Milestone Title Lead Due Date (in months)| Means of verification
number Benef|C|ary

MS2

MS3

Ms4

MS5

MS6

MS7

MS8

Project Website

WATERVERSE WDME
designed

FAIR principles and
management plan ready

First prototype of the
WATERVERSE WDME

First deployment of the
WATERVERSE WDME

First prototype of the
WATERVERSE WDME
validated and FAIRness
evaluated

Final deployment of the
WATERVERSE WDME

WATERVERSE WDME
validated and available
for uptake

Table 8: WATERVERSE Milestones

Online website

D2.1

D4.1,D4.2

D3.1

WDME deployed in
pilot sites

D4.3, D5.2

Refined WDME
deployed in pilot
sites

D2.3, D3.3, D5.4,
D5.5

In this respect, CERTH, as the coordinator of the project will set the procedures, quality specifications,
and guidelines for all deliverables, including both the scientific and the technical reports. Therefore,
CERTH will structure an implementation infrastructure suitable to the needs of the Consortium. The
coordination channel used for this purpose is the management platform ‘Wiki’ (Figure 16), which offers
a collaborative space for all partners, to find useful information, download reports or announcements,
upload files, and edit management sections, such as the Meeting working space. Furthermore, the online
spreadsheet, called ActionLog (Figure 17) has been created in order to record the necessary actions and
the weekly monitoring their progress, towards the realisation of the project’s Milestones.
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Figure 17: WATERVERSE Action Log

3.5

The overall guidelines, as CERTH presented them during the kick-off meeting of the project in October
2022, help the partners respond to continuous monitoring of their progress and support their

Internal and European Commission Reporting
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organizational improvement. In WATERVERSE project, the internal project reporting process will be based
on a six-month period, for which all partners will have to report to CERTH their expenditures, both from
a financial and a technical perspective. Indeed, CERTH will ask partners to submit on the project’s wiki
platform their reports, using a specific template that provides instructions on how to fill each section of
the report. Although these will not be considered as part of the official periodic reports, that CERTH will
provide to the European Commission (EC) with in Month(M) 18 and M36, partners will have to adhere to
deadlines, which will be established internally.

Waterverse - Water Data Management Ecosystem for Water Data Spaces

Internal and EC reporting

Internal project reporting to Coordinator Project reporting to EC
v Semestrial reports (financial and technical): v RP1:
every 6 months v M1 - M18: October 2022 — April 2024
v Financial reporting Periodic report no.1
v Technical reporting v RP2:

v M19 - M36: May 2024 — October 2025

Periodic report no.2

Figure 18: WATERVERSE reporting processes

3.6  Risk Management

During the lifetime of the project, project partners will get continuous guidance from CERTH on methods
that are suitable for responding to potential risks that might arise via the implementation of each WP.
Special attention will be given to updating the project status and its pending activities per month, since
the General Assembly will serve as a means of multilateral discussion on the project planning.

For this reason, CERTH, as the project Coordinator, will notify partners on both internal and external risks
associated with the accomplishment of the project’s objectives overall, as well as with its Key
Performance Indicators (KPIs) and the metrics that measure the research performance. In other words,
CERTH will provide partners with mitigation actions, whenever necessary, while conducting risk
management, the analysis of project outputs, and the response planning.

While the risks associated with WATERVERSE are already listed below, the main domains of risk can be
identified in the following list:

e Communication risks: partners not sufficiently understanding their Task’s scope or goal via
project meetings and e-mail exchange.

e Performance risks: overestimating or underestimating each activity’s skill match for the staff
engaged per partner.

e Timely management risks: delays in meeting fixed dates / deadlines.

e  Multitasking risks: inadequate correlation between project’s purpose and partners’ readiness to
design and implement concurrent activities.
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For this reason, CERTH will be responsible for overseeing both project production and partners’
procurement for qualitative and quantitative research.

WP6, WP4, | Severe social and economic High ' PM: The consortium is

WP1, WP2, | disruptions due to the pandemic already experienced in

WP5, WP3 | situation (Covid-19) impacting working remotely under
the working capacity of partners COVID restrictions, also

working with end-users
in other projects. MA:
The interactions
between the project
partners and with the
stakeholders will be
planned and adapted to
the potential
circumstances (e.g.
online meetings, small
groups) and remote work
on the project will be
facilitated (online
collaborative
environmental), as in
current ongoing projects.

2 WP2, WP5, | Limited access to data necessary Low PM: The design of the
WP3 to perform the task in the project’s consortium has
project’s case studies considered the inclusion

of local partners, having
experience in accessing
the data necessary, and
thus ensuring the
gathering of the required
information. MA: If
necessary, the
consortium will activate
alternative data sources
for the development of

IT tools.
3 WP6, WP4, | Technical issues such as delays in Medium | PM: The management
WP1, WP2,  the project implementation or in structure and the project
WP5, WP3  the expected outcomes of the decision-making process
tasks. establishes a detailed

review plan. The project
coordinator and
Management Team will
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conduct strict
management of tasks
against the allocated
time. Regular online
meetings will be held to
discuss the progresses
and detect potential
delays. MA: corrective
actions might include the
reallocation of resources,
and alternatives
organization of work to
tackle the causes of the

delays.
4 WP4, WP2,  Fail of the overall integration Low PM: The partners
WP5, WP3 | design due to incompatible responsible for the
technological approaches/ integration have a wide
solutions. expertise from previous

similar projects. MA:
From the very beginning,
a strict collaboration
among the technical
partners will be set up,
organizing periodical
conference call to
identify the possible
interoperability
problems in the early
stage of the design.

5 WP6, WP4, | Problems in partnership Low PM: Collaboration has
WP1, WP2, | communication and been ensured at an early
WP5, WP3  collaboration, including conflicts. stage through the

agreement on the
planning of tasks and
responsibilities, which is
specified in the proposal
WP description and the
minutes of the meetings.
Most of the partners are
already successfully
collaborating together
within different
initiatives. MA:
Additional management
rules will be specified as
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needed to ensure
continuous agreements
between partners and
early detection of
potential issues.

6 WP6, WP4, | Losing a partner Low PM: The consortium is
WP1, WP2, already relatively robust
WP5, WP3 to changes, with some

partners that could
undertake some of the
tasks of other partners.
In addition, the
coordinator has
experience in managing
projects and the
different circumstances
that occur very rarely.
MA: Other partners
among the extensive
network of contacts of
the main partners will be
sought to cover any gaps.

7 WP6 Partners do not engage in Low PM: Initial strategies of
measures to maximise project communication,
impacts dissemination and

exploitation have been
defined in the proposal,
and detailed plans will be
produced in the first
months of the project.
The plans will be
accompanied by
guidelines and KPIs to be
monitored every month
to ensure that all
partners contribute to
project impacts. MA:
specific tables will be
organized to increase the
engagement of each
partner.

8 WP6 Conflict IP management Low PM: Conflict on IP
ownership and
exploitation has been
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limited at a near stage
through the definition of
the collaboration
between partners in the
realization of the tasks
(co-ownership situation
is avoided if it could
generate future conflict)
and the definition of
early agreements
between partners on the
exploitation of the
results. This will be
clarified further in the
consortium agreement
and additional
agreements between
parties. MA: Additional
advice will be sought by
External Legal Experts
and the EC, for the
resolution of any

conflicts
9 WP6, WP4, | UK partners not able to get UK Low PM: Both UK partners
WP1, WP2, | funding have provided a signed
WP5, WP3 letter committing to the

use of their own
resources, in case they
do not receive any
funding through the
national (UK) system.

10 WP5 Relevant risks related to the - PM: The first version of
parallel implementation of a the pilots run the
large (six) number of use cases baseline system which

includes the initial
version of the expected
WATERVERSE modules.
The 6 pilots are going to
work in parallel in
smaller groups in order
to be able to first deliver
an initial operational test
which is going to be
further developed for
the second version of the
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modules. The final
version is going to be
demonstrated towards
the end of the project.
This will assist all
involved partners with
advancing the related
work that needs to be
done by being actively
involved from the first
steps of the solution
development.

11 WP1 Relevant Risks related to the Low Regarding the number of
management of a large number involved partners, CERTH
of partners (17) are not has long experience in
sufficiently identified coordinating large

consortia within the
context of Horizon;
therefore, previously
tested operational
procedures are going to
be followed in
WATERVERSE in order to
ensure the successful
implementation of the
project.

Table 9: Risks and Mitigation measures
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4.0 WATERVERSE TECHNOLOGY

4.1 Technical goals of the project as a whole

According to the DoA, the WATERVERSE mission is to develop a Water Data Management Ecosystem
(WDME) for making data management practices and resources in the water sector accessible, affordable,
secure, fair, and easy to use, improving usability of data and the interoperability of data-intensive
processes. This method is, thus, contributing to lowering the entry barrier to data spaces, by enhancing
the resilience of water utilities and boosting the perceived value of data, and the market opportunities
behind it.

To accomplish this main objective, in the WATERVERSE project complementary scientific objectives have
been determined as follows:

e SO1. Actively engage end-users and stakeholders to assess the main gaps and challenges the
water sector must overcome to effectively be part of and contribute to quality European data
spaces.

e SO2. Identify, extend, and integrate a wide set of data management tools to implement the
WDME, based on FIWARE (www.fiware.org) Building Blocks.

e SO3. Setup and demonstrate the WATERVERSE WDME in real environment with relevant and
diverse case studies involving water sector stakeholders from 6 countries (Cyprus, Spain,
Germany, the Netherlands, Finland, United Kingdom).

e SOA4. Ensure security and energy efficiency of the WATERVERSE WDME.

e SO5. Set clear and measurable indicators for assessing FAIRness of data in water-related data
spaces.

e SO6. Ensure the viability and sustainability of the WATERVERSE WDME, as well as its
replicability, scalability, and business applicability.

Concrete Research/Technical Outputs (RO) will be delivered in the end of the 3 years lifespan of the
project, enlisted as follows:

e RO#1 - Data catalogue for Open Data discovery

e RO#2 - loT Agents and system adapters

e RO#3 - Smart Data Models for data harmonization

o RO#4 - 10T Device Manager

e RO#5 - Data Preparation Pipeline Editor

e RO#6 - Artificial Intelligence (Al) Based Data Validation Tool
e RO#7 - Synthetic loT data generator

e RO#8 — SEMIOTICS Al-based semantic annotator of domain data
e RO#9 - Data anonymization tool

e RO#10 - Data clusterability tool

e RO#11 - Blockchain—based data provenance tool

e RO#12 - Tool for FAIRness assessment

e RO#13 - Energy efficiency of the data management tools

e RO#14 - Cybersecurity solutions for Water Utilities

e RO#15- Data exploration and navigation tool

e RO#16- Water Ontology Catalogue

e RO#17- Data Balancing and Non-discriminatory Algorithms
e RO#18- FIWARE Data Converters
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The general WATERVERSE concept and methodology rely on the utilisation and exploitation of the
capabilities of Data Space components and assets already available from FIWARE and International Data
Spaces (IDS). Hence, the aim is to provide complementary tools and resources to enable effective data
management practices that are fundamental for efficiently feeding Data Spaces in the water sector
(Figure 19).

WATERVERSE will consider emerging data spaces design methodologies and design principles delineated
in the position paper of the OpenDEI project®. In this paper, a soft infrastructure for data spaces has been
proposed aiming to build scalable, interoperable, and trustworthy solutions, which enable mass and
sector-agnostic adoption and ensures that agreements and standards are aligned with the building
blocks. The technical building blocks enable the development of a data space technical architecture and
address most of the technical concerns associated with the creation of actual data spaces in terms of:

e Data Interoperability, covering aspects such as data models, representation and formats, data
exchange APIs, data provenance and traceability.

e Data sovereignty, covering aspects such as identity management, trusted data exchange among
participants and enforcement of data access and usage policies.

e Data value creation, covering aspects such as publication of data offerings, discovery of such
offerings based on metadata, and data access/usage accounting, which are essential to handle
data as an economic asset.

FIWARE and IDSA Technalogy building WATERVERSE Data Management Ecosystem
blocks for Data Spaces
=5 E-‘S'E_ala_ﬁ E E Ea Data Preparation Pipeline Editor
DD DD | -
5 <) S 2 2
8 £ g X
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Figure 19: High level architecture of the WATERVERSE WDME

The WATERVERSE WDME will take them into consideration at its core and encapsulate different
independent but logically and functionally coherent tools and resources that provide ready-to-use means
for data management in a holistic way throughout their lifecycle. Specifically:

3 Nagel, Lars, & Lycklama, Douwe (2021). Design Principles for Data Spaces. Position Paper. Version 1.0. Berlin.
DOI: http://doi.org/10.5281/zenodo.5105744
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Data Preparation activities allow users to combine elementary operations on inputs to integrate
heterogeneous data and harmonize them with standard models by employing the WATERVERSE
Data Preparation Pipeline Editor. Although this graphical tool will provide a predefined set of data
pre-processing operations and functions, it is easily extensible and scaled with the addition of
other operations simply by ensuring that the processing algorithm to be plugged in is compliant
with simple rules and is exposed as a simple RESTful service. The pre-processing operations will
be collected by its category and users can exploit drag-and-drop functionalities to design and
execute complex data integration processes, starting from multiple and heterogeneous inputs.
The tool is natively able to support numerous operations on objects, arrays and strings, including
mashup (concatenation and merge between arrays and objects), utilities (e.g. branch, cast,
conversion, etc.) and data harmonization with respect to standard data model (e.g., Smart Data
Model and Ontologies - RO#3 & RO#16). Moreover, different data preparation tools (from RO#5
to RO#11, RO#15, RO#17, RO#18) can be seamlessly used and integrated in a distributed way into
the whole WATERVERSE WDME.

Data Discovery & Collection activities will benefit from the usage of the Data catalogue for Open
Data discovery, called Idra, (RO#1) which is a web application able to federate existing Open Data
Management Systems (ODMS) based on different technologies and providing a unique and
uniform access point to search and discover open datasets coming from heterogeneous sources
thanks to the adoption of international standards (DCAT-AP). Furthermore, the data collection
processes will be realized by the RO#2, RO#3 and RO#4, which together allow the ingestion of
heterogeneous data from a variety of data sources, supporting their native protocols and
providing the resources for harmonizing the data with respect to standard format.

Added value resources such as RO#12, RO#13 and RO#14 will provide distinguished value added
to the whole WDME thanks to specialistic tools and models for, respectively assessing FAIRness
of data, services and infrastructures in the water sector minimize energy footprint of the different
data management tools, and guarantee cybersecurity to the entire data management ecosystem.

4.2 WATERVERSE stakeholders

In the water sector, the combination of political, economic, social, technological, and environmental
drivers is raising challenges and opportunities. Especially in the management of data originated in the
water sector, federated solutions should be deployed to produce effective and exploitable results that
deliver not only the expected outcomes but have a mid-long perspective on the expected impacts. Taking
this into consideration, in WATERVERSE an interdisciplinary approach will be adopted blending different
areas of competence:

Extensive knowledge about the water-domain provided by end-users and by their local
partners (PWN, HIDR, HST, WBL, SWW, KEY), which play an important role in the co-creation,
implementation, and validation of the WDME. Such knowledge is the foundation of the project
upon which results will be built and validated.

Scientific and technical knowledge and expertise of the water sector research challenges (CET,
KWR, EUT, VTT, UNEXE).

Social Science & Humanities (SSH) expertise and experts that will represent the necessary
mediator among end-users and technical partners, ensuring engaged stakeholders, acceptance
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of results and an adapted governance framework, and delivering behavioural change,
governance, and policy recommendations (KWR, UNEXE).

iv. Technical IT skills which will develop and deliver the tools and data resources (CERTH, ENG,
PHOEBE, EGM, FIWARE.

V. Dissemination, exploitation, clustering/networking capabilities, to maximise impact on the
market and on the relevant community (WE, PHOEBE, EGM, FIWARE, KWR).

All these skills and capacities are blended in the design of the WDME, through cooperation in the activities
and actions to maximise the capacity of impact for WATERVERSE. However, the effective application of
the provided tools and services for data management via a WDME in the water sector demands societal
interaction, acceptance, and consent, irrespective of the technological achievements and their (current)
degree of implementation in each pilot.

Hence, the crucial role that Social Science & Humanities (SSH) have in the WATERVERSE approach, is in
delivering inclusive innovation, engaged stakeholders, public acceptance, and an adapted governance
framework (SO#1). Under the overall WATERVERSE Data Management approach (WP2), SSH are devoted
to stakeholder engagement, behavioural change (with regards to data management and data sharing),
governance and policy recommendations. This includes actions for stakeholder engagement at the case
studies, ensuring a stakeholder-inclusive approach from the start of the project. The analysis and
mapping of the most relevant stakeholders will be complemented by a collaboration approach in which
stakeholders discuss and enrich the data management approach. In dedicated Multi-Stakeholder Forums
(MSFs), open dialogue is facilitated with moderation techniques such as social learning, appreciative
inquiry, and future visioning. Social aspects are also included in the behavioural change strategies and
supportive policy framework that result from these MSFs and that are applied at the pilot use cases
implementation.

Discussing data sharing, data exchange and data management in its
institutional context- Open dialogue moderation

* social learning

* appreciative inquiry
 storytelling

* future visioning

* cross-fertilisation

Multiple i
P Setting the scene OppErtulnltles & Implementation
Stake- arriers

holder ¢ Challenges + Risk perception + Behavioural change
* Future vision * Public acceptance * Policy recommendations

Forum

Behavioural influencing strategies for citizens and stakeholders
Supportive policy framework

= reflective tactics: knowledge transfer, increasing self-efficacy
« semi-reflective tactics: social norms, framing, tailoring

* automatic tactis: emotional shortcut, priming, nudging

* integrated and adapted governance

« policies creating synergies within the value chain

Figure 20: Schematic representation of stakeholder engagement activities

Building on our knowledge of behavioural nudging instruments and socio-technological legitimation
relevant to data management/sharing and societal/end-user acceptance of water data spaces,
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WATERVERSE strategies will aim at behavioural change and public acceptance of data sharing and data
exchange. Furthermore, based on the multistakeholder meetings, their engagement and consultation will
contribute to derive evidence-based analysis addressed to policy makers for an effective implementation
of the measures. The main leading partner in SSH activities, is the social sciences Governance Team at
KWR, with a long track record in socio-scientific approaches and methodologies, particularly in the
integration of governance, stakeholder engagement and behavioural change in EU projects.

The following target groups (Table 10) have been identified which are directly related to the WATERVERSE
project results and outcomes.

TG1

TG2

TG3

TG4

TG5

Operators & local
authorities dealing with the
water cycle

Enterprises working in Al
and Data Science

Research
Centres and

Universities

Innovation
Hubs,
Networks,

Clusters

Policy makers

And Government

Public and/or private operators and local authorities dealing
with the water cycle, which are interested in evaluating and
purchasing services from European companies related to data
analytics. Currently, a significant investment is required to
integrate data solutions to their existing systems. Due to the
decentralized structure of water systems in Europe, their data
management systems typically lack interoperability, making it
more difficult to adopt new solutions.

Large enterprises, SMEs and Start-ups which are interested in
providing Al and Data Science services to water
utilities/organisations. Currently, these companies are facing
challenges in entering the market due to the difficulty of
integrating their solutions to water utilities in different
regions/countries.

Research centres and universities are continuously producing
inventions and innovations which are related to monitoring,
control, optimization, security, and management technologies
of water systems, using the state-of-the-art in the area of Al,
Machine Learning, Control Theory, Smart Water and Cyber-
physical Security. Currently, these groups do not have sufficient
access to real data, which will help them evaluate their
methodologies at a higher TRL. A side effect is that the spin-out
companies of the above organisations typically face significant
challenges in entering the market.

Innovation Hubs and networks/clusters (e.g., as Al4EU, ELISE,
CLAIRE, GAIA-X, BDVA, IDSA, Water Europe, FIWARE) aim to
support the EU’s SME ecosystem in adopting new innovative
solutions, as well as provide training and advance the Union’s
human capacity. Currently, these networks and hubs have
limited access to industrial use cases.

Policy makers are key stakeholders in establishing the
framework conditions which can support the data economy.
Currently, they are lacking studies and the successful use cases,
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which will give them the tools to accelerate the development of
new policies supporting the EU destination impact.

TG6 | Emergency Response | First responders and health authorities are responsible for
Services handing emergency situations, such as water contamination
events. Currently these organisations have limited and
fragmented view and access to critical information related to
water quality.

TG7  Citizen Initiatives Citizens and citizen initiatives (e.g., Right2Water) are
stakeholders which are interested in acquiring access to certain
data originating from the water organisations. Currently, a small
number of water organisations are sharing data relevant to the
citizens’ health.

Table 10: List of stakeholders that are directly related to the WATERVERSE project

Through the dedicated activities at SO#1 and specifically the Multi-Stakeholder Forums, that are going to
organized during the project’s lifecycle, along with the other dissemination activities, our goal is to attract
more than 50 stakeholders from the WATERVERSE target groups in 6 countries, that will participate in
the validating of the provided solutions and tools.
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5.0 ETHICS PLAN

The main objective of the Ethics Plan, not only in WATERVERSE but also in project planning in general, is
to ensure that all partners and the relevant procedures are in line with the existing rules and regulations,
setting in that way the procedures and relevant guidelines and pieces of advice provided throughout the
whole project lifespan. Section 5.1 introduces the main activities overseed legally and ethically. Section
5.2 briefly outlines the relevant EU regulations that need to be taken into consideration along with the
identification of the national regulations. Section 5.3 proposes the relevant pathway and timeline to a
robust ethical overview and compliance of WATERVERSE project.

5.1 Ethics and Legal Framework Principles in WATERVERSE: An
Introduction

As aforementioned, WATERVERSE main aim is to develop a Water Data Management Ecosystem (WDME)
for making data management practices and resources in the water sector accessible, affordable, secure,
fair, and easy to use, improving usability of data and the interoperability of data-intensive processes, thus
lowering the entry barrier to data spaces, enhancing the resilience of water utilities, and boosting the
perceived value of data and therefore the market opportunities behind it. Its main objective is to bring
together relevant end-users and stakeholders and through their interaction to test and demonstrate the
single tools and the whole data management ecosystem and finally to monitor and evaluate the
outcomes and impacts related to their implementation in reference scenarios, including social, economic,
and environmental benefits.

WATERVERSE consortium is determined to provide high-quality management of any ethics related issue
that may occur and disrupt the implementation of the project. The project deals with data management
practices and resources in the water sector. Artificial Intelligence is going to be used since Al models will
provide data corrections, data semantic annotation and reasoning and guarantee trustworthy and
transparent data strategy by ensuring adequate data quality and non-discrimination inside the datasets.
Finally human participation is also envisaged not only in the stakeholders’ identification and engagement,
but also both during the 6 pilot demonstrations, and in the relevant communication, dissemination, and
exploitation activities.

5.2 Adherence to relevant EU regulations

WATERVERSE aims to ensure full compliance with all the relevant EU and national ethical principles and
legislations. More in particular, the consortium is going to adhere to the highest standards of research
integrity, and especially Horizon Europe Ethics principles, that represent the shared values upon which
the EU is founded, laid down in the European Charter of Fundamental Rights* with a focus on respect for
human dignity, right to the physical and mental integrity of the person and respect for privacy and
protection of personal data, being complied with the applicable national, EU and international law,
research ethics standards and codes of scientific conduct.

4 EU Charter of Fundamental Rights (europa.eu)
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Due to the human involvement and personal data collection, the project will comply with all the relevant
legislation, e.g., the General Data Protection Regulation (Regulation (EU) 2016/679°)%, the Directive
2002/58/EC’ of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on privacy
and electronic communications), as well as all the specific national legislations on the protection of
personal data. In addition to that, consortium members will follow the ALLEA European Code of Conduct
for Research Integrity®, for any relevant research activity and human participation.

Moving to the security of the system advanced cybersecurity solutions, they are going to be integrated
to guarantee Confidentiality, Integrity, and Availability on the data management systems. WATERVERSE
project will guarantee though its activities, that all the Al based tools and systems (including relevant
algorithms) will be built upon the key prerequisites of Human agency and oversight, privacy and data
governance, Transparency, Fairness, diversity and non-discrimination, Societal and environmental well-
being, and Accountability, as well as in compliance with the European legislator’s spirit. They will abode
with the Proposal for a Regulation laying down harmonized rules on Artificial Intelligence®, taking into
consideration the (a) Proposal for a Regulation of the European Parliament and of the Council Laying
down Harmonised Rules on Artificial Intelligence (Al ACT) and amending certain union legislative acts
COM/2021/206 final and (b) ANNEXES to the Communication from the Commission to the European
Parliament, the European Council, the Council, the European Economic and Social Committee and the
Committee of the Regions Fostering a European approach to Artificial Intelligence.

5.3 Methodology and Planning

WATERVERSE has a dedicated task in continuous ethics monitoring of the project activities (T1.2), during
the 36 months of the project, under which specific controlling mechanisms in terms of ethical and legal
and ethical compliance will be developed. CERTH, as project coordinator will ensure that all the respective
guidelines and procedures will be in place before the initiation of any relevant activity.

Regarding the human participation, it will be ensured that all individuals will be healthy adults, being able
to provide their voluntary informed consent, while no use of deception or any activities that will create
psychological stress, anxiety, or humiliation will be foreseen under any circumstances. No vulnerable
participants will be involved. Consortium members will be responsible for their voluntary recruitment
and further participation, while no activity that poses a physical, emotional, social, economic, or legal risk
for the responsible researchers will be developed, abiding in that way in the do-no-harm principle.
Informed consent and information sheets including specific information on data management and
participants’ personal data protection rights will be drafted during the lifespan of the project (based on
Articles 6,7,12,13, and 14 of GDPR), before the initiation of the relevant activities, adjusted to the needs

5 EUR-Lex - 32016R0679 - EN - EUR-Lex (europa.eu)

6 UK countries comply to the UK GDPR, meaning that principles such as lawfulness, fairness and transparency,
purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality and accountability,
are considered regarding the collection of personal data. Everything will be performed in compliance with Chapter
V GDPR, as the EC has issued an adequacy decision for the UK (Commission adopts adequacy decisions for the UK
(europa.eu))

7 EUR-Lex - 3200210058 - EN - EUR-Lex (europa.eu)

8 The European Code of Conduct for Research Integrity - ALLEA

9 EUR-Lex - 52021PC0206 - EN - EUR-Lex (europa.eu)
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of the foreseen activities, and communicated in understandable language and terms. A first draft of the
Informed Consent template (which will be adjusted accordingly) can be found in Annex A.

Anonymization and pseudonymization techniques will be in place when collecting personal information,
while any personal data derived from the participants (name, surname, e-mail address, image, video,
audio, footages, etc.) will abide to the data minimization principle, ensuring that there will be well-
rounded and sufficient explanation on the reasons that urge the project to collect the said personal data
per case and for the purpose of the project. In addition to that, technical and organisational measures
(e.g., making available the DPQ’s contact details, drafting of a data protection policy, developing a Data
Protection Impact Assessment, storing of important personal data in secure servers, encryption of data),
will be implemented by the partners acting as data controllers in accordance with Article 89 (1) GDPR,
ensuring an enhanced level of protection against the risks arising from processing personal and non-
personal data, such as accidental or unlawful destruction, loss, alteration, unauthorized disclosure, or
access. All the collected personal data will be kept confidential and will not be shared beyond the
consortium unless disclosure is necessary for further safeguard. A privacy policy will be created
concerning all personal data processing activities that the consortium will apply. This privacy policy will
be published on the project’s website and will be shared across to WATERVERSE social media channels.

Parallel to that, a dedicated Data management plan along with an initial questionnaire on the need for
DPIAs (according to Art. 35 (1) (3) (a) to (c) GDPR)!, prior to the initiation of the relevant activities and
the technical development will be in place, ensuring the accountability and the compliance with the GDPR
requirements, and that all the appropriate mitigation measures have been adopted by each partner
accordingly. These will be constantly reviewed and updated during the project. Furthermore, based on
the Ethics Guidelines for Trustworthy Artificial Intelligence??, dedicated assessment will be performed
during the development of Al solutions, following the Assessment List for Trustworthy Artificial
Intelligence (ALTAI) tool® developed by the EC. More, all the WATERVERSE Al-based tools will be assessed
according to the 7 requirements of ALTAI: (1) Human agency and oversight, (2) Technical robustness and
safety, (3) Privacy and data governance, (4) Transparency, (5) Diversity, non-discrimination and fairness,
(6) Societal and environmental well-being and (7) Accountability. Finally, continuous guidance will be
provided to the consortium, to avoid any scientific misconduct, proposing certain mitigation measures
and corrective actions. Whenever needed, dedicated training will be also organised to address specific
needs.

Dedicated online ethics related meetings will be held with the respective partners to ensure that
WATERVERSE activities do not violate any commonly accepted ethical principles, while physical meetings
will be also organised in combination with the relevant consortium meetings. An internal ethics inventory
will be also established where all the relevant documents will be uploaded.

10 Art. 35 GDPR - Data protection impact assessment - GDPR.eu

11 A certified DPIA template provided by the Information Commissioner’s Office (ICO) will be utilized (Microsoft
Word - dpia-template-vl.docx (gdpr.eu)),while all partners will receive specific guidance based on the official
GDPR.EU guidance (Data Protection Impact Assessment (DPIA) - GDPR.eu)
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=60419

13 Welcome to the ALTAI portal! | Futurium (europa.eu)
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ANNEX A: CONSENT FORM

PARTICIPANT INFORMATION SHEET*

General Information

You have been invited to participate in a research activity conducted by Water Data Management
Ecosystem for Water Data Spaces - Waterverse coordinated by the Centre For Research and Technology
Hellas - CERTH. Waterverse is an EU funded project Grand Agreement No.: 101070262, Call: HORIZON-
CL4-2021-DATA-01, Topic: HORIZON-CL4-2021-DATA-01-03 concerning the development of a Water Data
Management Ecosystem (WDME) for making data management practices and resources in the water
sector accessible, affordable, secure, fair, and easy to use, improving usability of data and the
interoperability of data-intensive processes, thus lowering the entry barrier to data spaces, enhancing
the resilience of water utilities and boosting the perceived value of data and therefore the market
opportunities behind it. WATERVERSE takes a holistic, interdisciplinary approach in the water domain,
blending complementary competencies of 17 partners located in 10 EU countries, representing the water
domain with Research organisations (including social sciences experts), water utilities, water domain
technology providers and innovation companies, as well as the technical community that is driving the
development of data spaces, thus increasing the resilience of the water sector and water utilities, as a
whole. The project will:

(a) Actively engage end-users and stakeholders to assess the main gaps and challenges the water sector
must overcome to effectively be part of and contribute to quality European data spaces.

(b) Identify, extend, and integrate a wide set of data management tools to implement the WDME, based
on FIWARE (www.fiware.org) Building Blocks and comprising tools and methods to ensure security and
energy efficiency of the whole WDME.

(c) Setup and demonstrate the WATERVERSE WDME in real environment with relevant and diverse case
studies involving water sector stakeholders from 6 countries (Cyprus, Spain, Germany, the Netherlands,
Finland, United Kingdom).

(d) Set clear and measurable indicators for assessing FAIRness of data in water-related data spaces.

(e) Ensure the viability and sustainability of the WATERVERSE WDME, as well as its replicability, scalability
and business applicability.

M4D, the participating team from CERTH, is responsible for the coordination of the project activities in
order to assure the excellence of the project outcome by managing the project to time and budget,

14 Sections highlighted in yellow are the sections that are going to be adjusted per project and activity in order to
be in complete alignment with the activities that are going to take place.
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coordinating the activities, monitoring and adjusting the implementation plan if needed, and by
monitoring the data management and the ethics. Moreover, the research activities of M4D group are
focused on cybersecurity solutions tailored to the water sector and on the data compatibility with existing
data models, also including satellite data and information from social media platforms for enhanced
interoperability.

The project started on the 1% of October 2022, and it will be concluded on the 30st of September 2025.
° Aims of the Research Activity

[Description of the exact activity the participant is asked to take part in and the reason why he/she had
been asked to participate]

° Time and Location of the Activity
[Indicate when and where the activity will take place]
° What will | be asked to do?

[Description on how each participant will participate. We encourage here to describe the exact process
of the activity in three separate sections if possible:

Before — Prior to the activity what preparation the participant is envisioned to receive etc.

During — Describe the exact activities participants will be required to perform (e.g., attend a demo, have
a hands-on experience, role playing in a scenario, etc.)

After — Describe what will be done after the end of the activity (e.g., fill in evaluation forms,
guestionnaires, participate in feedback sessions etc.)]

° How will the information provided/my contribution be used?

The information collected during the Multi-Stakeholder Forums will be gathered and used to contribute
towards the completion of the project, its reports and a number of journal and conference publications.
The information will be used to [Add anything related to the project and the way you intend to use the
information].

° Is my participation mandatory?

It should be highlighted that your participation is completely voluntary, and you can withdraw at any
time of the process without providing any reason and without any negative consequences for you.

For this objective, please contact person xxx, and person xxx whose contact details can be found at the
end of this document. After contacting them, you might be asked whether you would like to permanently
delete your data or if you consent to continue processing these data. You are also able to raise any
objections or lodge a complaint to the relevant DPO/authorities. In addition, you might be asked for the
reason why you would like to withdraw from the research, but you are not obliged to respond. You are
free to also decide the questions you are going to answer during the feedback session.

Under no case will the participation be obligatory for any of the employees of the [data controller - pilot

responsible]. The employees-data subjects are voluntarily invited to participate in the present research,
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and they are free to deny any participation. No negative repercussions will follow any withdrawal of the
research. There will also be no preferential treatment to those agreeing to participate over those who do
not. Finally, no additional monetary compensation is foreseen.

° Benefits and potential risks of my participation

Although there will be no immediate benefits from participating in this research, the outcomes will
contribute to enhancing the European Union’s Data Management approach in Water Data Spaces. You
will also have the chance to interact with other experts on the field and exchange ideas and inputs,
around important issues on Data Management approach in Water Data Spaces.

No physical harm, damage or risk is expected to be inflicted on you. In all arrangements of the Multi-
Stakeholder Forums the COVID-19 restrictions and instructions will be taken into account and be fully
implemented. Personal details will not be used during or after the Multi-Stakeholder Forums, other than
by the organisers, to contact you in relation to your participation or if you wish to be contacted about
anything after the focus group. [Please here add if and how the responses will be linked to the participant
according to the pseudo-anonymization or anonymisation techniques that will be used e.g. In
anonymisation : Nothing in your responses will be linked or used with your name or any other identifying
information]. All the recordings will be retained securely by the project team and will not be linked with
other identifying information. Access to any personal information you provide, will be limited strictly to
the people involved in the research directly (please check also the exact clarifications given below for the
collected data and the security related to them)

° How can I get in contact to discuss my participation?

Please feel free to get in contact at any time using the contact details included below through which we
would be more than happy to discuss any queries or concerns that you might possibly have.

[Please include the contact details of project coordination and the responsible partner for the relevant
activity]

° How can | find out about the outcomes of this activity/research?

We will publish a short summary of the findings and distribute them to all participants [Please add and
modify accordingly].
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Data Protection Issues

Any personal information that we collect from you will be in accordance with the General Data Protection
Regulation, under Art. 6(1)(a). We are not able to collect anything without your consent, which is the
legal foundation for collecting and storing personal information in relation to this activity/event. If the
event is audio recorded, this is classed as personal data and will also only be collected with consent.

What personal information will be collected and who will have access to them?

The Consortium is only collecting and processing personal data in connection with the research’s
informed consents within the project’s time frame. Only information necessary to the research aims will
be collected and processed, according to the Data Minimization principle, as required to achieve the
purpose of this research activity. Also, you will not be subject to any decision based solely on automated
processing, including profiling which produces legal effects concerning you or similarly significantly
affects you.

[Please here list the exact data you are going to collect and process along with the reason why they are
being collected e.g.:

- Full name, in order to come back to you in case any further clarification is required

- Professional affiliation, in order to identify for which components, we should contact you for
feedback based on your professional background and experience.

- Gender, in order to ensure that our research is gender-balanced
- Contact information, in order to keep you updated on the research’s outcomes

- Photographs, video, or audio recordings might be acquired, upon your explicit consent during your
participation in this research (e.g., audio recordings, video recording of participation in the
demonstration etc.).]

No further use of your information will take place without your written permission. These data will be
strictly retained as confidential and will not be shared outside of the Consortium UNLESS it is required to
share your information with the European Commission/national authorities as a part of our obligations.

Only the [Name of the partner(s) who will have access to the data] will have confidential access to your
personally identifiable data. Specifically, the authorised personnel of (Name of the partners) who are
directly involved in the project, along with the respective DPOs (Name and Contact details of the DPOs).

How is the security of my personal data being ensured?

To begin with, before the start of the Multi-Stakeholder Forums, you will be provided with this
information sheet and you will be asked to sign a consent form, where all your rights are being described
(Section: My Rights). All personal data are processed in accordance with the EU General Data Protection
Regulation (2016/679).

During the Multi-Stakeholder Forums, only absolutely necessary personal data will be collected (as
described in Section: What personal information will be collected and who will have access to them?).
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Any unforeseen sensitive information, or incidental findings will be treated by us with the utmost
confidentiality (please check Section: Details of any insurance indemnity for the research)

After the end of the Multi-Stakeholder Forums, all personal data will be immediately transferred to
encrypted and/or secure and password protected servers or devices. If we use a mobile device to record
data, we are making sure that we are transferring the collected data to secure servers or devices as soon
as possible. All recordings will be deleted in five years after the end of the project in order to be able to
fulfil reporting obligations to the European Commission.

The signed informed consent will be safely stored [please add any information on the way these will be
stored e.g.: all research partners will use their own secured machines with limited user access to the
network and servers, the files will be password-protected, or they will be backed up securely on the cloud
and, if requested, they will use encryption techniques proposed by the EC], in the premises of the KWR
for five more years after completion of the project in September 2025 in order to be available for
demonstration in case of an inspection or an audit. Then, they are going to be destroyed with paper
shredders and no digital copies will be kept, in additional servers or communication channels.

Before data can be used, they will be depersonalised, unless there is an explicit agreement with the
research participant that says otherwise, e.g., in the case of photos. The transcripts will delete/modify
any information that would enable you to be identified (names, locations, etc.) directly, by inference or
by association. This Anonymisation/pseudonymization will be complete and irreversible as the original
audios will be destroyed. [Please modify accordingly and add the specific technique you are going to use
for anonymization or pseudonymization]

Details of any insurance indemnity for the research

According to GDRP Article 23 the Union or Member States are authorised to take legislative measures to
restrict the scope of certain data protection rights and obligations. During the Multi-Stakeholder Forums,
there is a possibility of the following incidental findings to emerge, with the subsequential mitigating
actions to be in place:

[Please describe how exactly your activity may come across incidental findings. Below you can find some
general examples and the mitigation measures.

- in case of interviews/focus group discussions etc, potential incidental findings may be:

o unintentional disclosure of information that pose imminent danger to humans, - Mitigation
plan: The researcher will end the research activity, and will contact any legal and emergency
services

o unintentional disclosure of information that do not pose imminent danger to humans, but
they still present ethical and legal concerns (related to criminal activities etc.). - Mitigation
plan: The researcher will inform the participant that they have disclosed some piece of
information that may need to be further disclosed due to ethical and legal concerns. Then
he/she will inform them that either the research activity can be ended (with their personal
data to be erased) or can be continued. Either way the researcher will provide them with all
the relevant information on where they can seek and find support, underlining that none of
their personal information will be disclosed.
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- In case of tools and demos etc, the incidental finding may be:

o unintentional detection of illegal activity, Mitigation plan: the person will be handed over to
the present national police who will carry out standard operational procedures determined
by regulations on the given case, and all relevant data has to be secured/encrypted and
handed over to the police as evidence.

o unintentional capturing of personal data that may result in the identification of individuals
not involved in the project Mitigation plan: these will be immediately isolated and erased
from all storage devices,

o illegal activity that was intentionally enacted by a person working in the project with the sole
purpose of testing the system and has been detected by the system - Mitigation plan: the
local practitioner authority (e.g., National Police) will issue this person with a Letter of
Commission stating that he or she has performed the action resembling an illegal act for the
sole purpose of testing the system. No further action is required.

Finally, it is important to point out that the [Name of the project] research will not involve any clinical

trials.

Participants’ rights

Right to information: you may request information about whether we hold personal information
about you, and, if so, what that information is and why we are holding it.

Right to decline: you may decline to offer any particular information requested by the researcher
Right to access: you may access your data and ask for copies of your data whenever you wish to.

Right to rectification: you may ask us to rectify the information you have provided us in case you
consider that something is missing or is incorrect.

Right to erasure: you may ask us to erase your personal data at any given moment without a
specific reason.

Right to object: you may request to stop processing your personal data and withdraw from the
research at any desired moment before the anonymization of your data. You may also lodge a
complaint with the data protection supervisory authority.

Right to data portability: you have the right to request the transfer of your personal data to
another data controller in an electronic and structured form to you or to another party.

Right to withdraw: you may have the opportunity to withdraw from the pilot at any time with
no adverse consequences
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Contact details

For more information on WATERVERSE, you should contact the Project Coordinator (llias Gialampoukidis,
Senior Researcher at CERTH, heliasgj@iti.gr, phone)

For more information about the collection and processing of personal data in the [Name of the project],
you should contact (Name, Affiliation, address, e-mail, phone of the Partner responsible for Legal and
Ethical and/or the project’s DPO)

For more information on the xxx project activity you should contact (person xxx, e-mail address, phone
number)

For more information on the processing of your personal data from the Multi-Stakeholder Forums, you
should contact (Name, e-mail, phone of the Partner’s DPO)
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Statement of Informed Consent

By providing my digital signature or entering my name below, | acknowledge that | have been invited to
participate in research conducted by WATERVERSE Consortium partner KWR, coordinated by CERTH, on
[date] voluntarily. | confirm that | am giving consent freely and voluntarily, without feeling coerced,

manipulated, or unduly induced.

With this informed consent | explicitly confirm that:

O

| am above 18 years old

| have been informed of the project aims and goals as well as of the Stakeholders identification
& engagement

| have been provided and read the Information Sheet concerning the Stakeholders
identification & engagement and | had the opportunity to ask questions for all aspects of the
research, receiving in parallel clear answers before making any decision

| have been given the contact details of the research team and | have been informed that | am
free to contact them with any queries about the research or the project

| have gained sufficient understanding about the Stakeholders identification & engagement, the
processing of my data and the rights that | have concerning the processing of my personal data,
thus agreeing to take part in this study and for my data to be used for the purpose of this study

| understand that it is completely voluntary to participate in Stakeholders identification &
engagement and | consent to the processing of my personal data.

| consent to the use of the information collected for the purposes set out in the information
sheet, once anonymized/pseudonymized. Any personal information will be securely stored and
shared in the ways described on the accompanying Information Sheet and kept separately from
the opinions | express.

| have at any time the right to withdraw my consent to any of the above without announcing
any specific reason for my withdrawal and without any adverse consequences. | understand
that once my data has been anonymized/pseudonymised, where needed, and aggregated it will
not be possible for it to be withdrawn as it will no longer be attributable to me.

| understand that any kind of information that will be shared in Stakeholders identification &
engagement is confidential, and | am not allowed to disseminate, share, or use it in any other
manner outside the scope of this demonstration.
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| agree that my participation may be audio/video recorded, with the recordings to be securely
O retained for the period needed to fulfil the purposes of the project and accompanying
publications, but my personal details will never be attributable back to a specific recording.

| agree that my personal data can be used for contacting me in the context of inviting me in

O

future events of interest, related to the WATERVERSE

I am fully aware of all my rights and, especially, of my right to withdraw this consent at any time
O without consequences by contacting the Data Protection Officer [Contact Details, name

surname, partner, e-mail]

Name/Digital Signature (participant)
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